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14 June 1977

MEMORANDUM FOR: Deputy Director of Central Intelligence 7i%fjf‘

FROM: John F. Blake
Deputy Director for Administration

SUBJECT: Security Review Report
(Moore and Boyce/Lee Cases) (U)

Hank:

1. (U/AIUO) 1 have reviewed the White Book and talked to Bob
Gambino concerning the Director's marginal comments. As a result, I
have instructed Bob to formalize the Director's taskings with regard
to those items he approved. These items will be incorporated into a
memorandum and forwarded to the DCI for his formal approval. In this
manner we will have an inclusive document which will be available for
ready reference.

2. (S) With respect to the actions the Office of Security can
initiate, I have asked Bob to immediately undertake such action.
Some of these actions involving the codeword area will result in a
paper being written for the Director's signature directing certain
initiatives by the Deputy to the DCI for the Intelligence Community
and Director, NRO. '

3. (U/ATIU0) I also requested Bob to price out manpower and
dollars required to implement the actions which the DCI has already
approved. I asked Bob to write this memorandum in such a way as to
permit us to use it as a tasking on the Comptroller to make the positions
and funds available.

4. (U/AIUO) Finally, since the Director did not comment one way
or the other on the recommendations concerning the polygraph, I have
requested Bob to write a separate paper to him addressing the industrial
polygraph program and other related polygraph matters.
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10 MAY 1977

MEMORANDUM FOR: Director of Central Intelligence

VIA: Deputy Director for Administration

FROM: Robert W. Gambino g
Director of Security

SUBJECT: ' Key Recommendations — Security Review
of the Impact of the Moore and Boyce/Lee
Cases

1. Action Requested: This memorandum forwards -
the report of the Security Review Task Force studying
the impact of the Moore and Boyce/Lee cases and requests
your approval to implement within the jurisdictiom of
the Central. Intelligence Agency certain key recommendaiions -
of the Task Force. Identification of these recommendaf10n5’
is contained in paragraph 3.

2. Background: A Security Review Task Force was -
established by me- in early March 1977 to study the impact .
of the Moore and Boyce/Lee cases and to offer recommendations
to correct any security deficiencies it might identify
in the course of its study. Between mid-March and late
April. the Task Force- interviewed knowledgeable individuals
in industry-and government and visited industrial sites -
in pursuit.of-its objective. While the efforts of the
group were not totally exhaustive, e.g. neither Boyce nor
Lee has been debriecfed in depth, Ibelieve-that ‘the results
of the Task Force.effort“repreSent‘a valuable product;
while many of the recommendations need further analysis,
they do indeed focus on securlty'p011c1es and procedures
in the Ageney; in industry, and in the Community which
need strengthening. :

Although in most respects the Moore case, 1nv01v1ng
an older, retired staff employee of the Agency, and the
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4 June 1977

NOTE FOR: DDCI

Hank -

1. DCI has read the Office of Security "Security Review Report” :
(Moore and Boyce/Lee) and now requests a "fault-finding review'. :
Attached is his memo to you and a copy of cach page of the report on
which he made comment. ' ' ‘ ‘

2. As you know, OS is conducting now the requested review of
25X1A 0S does not believe it should investigate its own performance
an agree. Recommend you assign this to the I1G.

3. Problems:

a. DCI has approved some recommendations without
regard to resource implications.

b. Action on some items such as the six-month
moratorium on access approvals applied to each
contractor and government agency (page 20-21),
and the DCI Security Committee review of

LCID 1/14 (page 193) should probably be initiated
via the IC Staff.

c. The DCI has taken no action on the recom-
mendation to institute a program of selective

«, . polygraphs in private jndustry, which 05 regards
as the heart of its reform program - if we are o
to weed out the future Boyces. . 3

4. T suggested to ADDA and D/OS that they prepare an action plan
_for you, noting where further guidance is . required and those items on
which action should be given to the IC Staff. '

25X1A

A/DDCIL

Re paragraph two recommendation:

A : . Sy S
Approve: i A/ A ;p/(/'y'!}’ T
Deputy Director of Central Tntelligence /Date

Disapprove:

Deputy Director of Central Intelligence Date

/’(Approved For Release 2002/01/08 : CIA-RDP80-00473A000600120001-6
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MEMORANDUM FOR: Deputy Director of Central Intelligence
FROM: Director of Central Intelligence

SUBJECT: - Security Review Report (Moore and Boyce/lLee Cases)

1. T have just read in some detail the Security Review Task
Force Report me and Boyce/Lee Cases. To begin with,
let.me commen and his Task Force for a thorough and
constructive job. I have annotated the Task Force's recommendations

and request that you proceed expeditiously with those for which I
have indicated approval. The others are not disapproved, but I
will await further staffing and recommendation from you before
proceeding with them.

3. With respect to CIA's involvement, we should look at what
our regulations require of our Office of Security and whether they
were in fact fulfilled. I recall receiving a memorandum on this
case some months ago in which it was clearly stated that some
major required inspections by the Office of Security were not
conducted in connection with this case.
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3 MAR 1977
DDJA Registy

MEMORANDUM FOR: Deputy Director of Central Inte1¥§g§nce

FROM: Director of Central Intelligence

SUBJECT: Polygraph Testing

1. I have reviewed the package you sent me on the question
of polygraph testing. I would appreciate the following backup
information:

a. Of the samples indicated, a large percentage
of new applicants were rejected on the basis of poly-
graph alone. Were the additional forms of investigation,
such as interviews with friends, completed or was the
applicant rejected on the basis of polygraph before
the testing went forward? What did the polygraph show
and how did we know it was a clear-cut case for rejection?

b. In the two test cases cited, what was the
STATINTL questioning 1ike? What checks do we have to prevent
the questionable and embarrassing interrogation tech-
nigques {e.g.., gquestions on sexual behavior) that
alleges were formerly used?

2. Would you give me a simple statement in layman's language
summarizing the generally accepted view of the validity of polygraph
techniques. What standards do the many agencies that use the STATINTL
polygraph use to measure the reliability of a polygraply test?

: t
Admiral, U.S. Navy

v v
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DATE

TRANSMITTAL SLIP

TO:

Memo for Record
ROOM NO. BUILDING
REMARKS:

D/0S, Mr. Gambino advised on
14 March, that he had furnished
the appropriate backup informa-
tion directly to Mr. Knoche--no
DDA copy.

Del/14 March

FROM:
ROOM NO. BUILDING EXTENSION
Approve : = .£IEDQAZ&ADDD%00120001-6
FORM NO . 2 41 REPLACES FORM 36-8 47
{FEB 5§ WHICH MAY BE USED.
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MBEMORANDUM FOR: Director of Central Intelligence

FROM : B, H. Xneche

Deputy Director of Central Intelligence
SUBJECT : Polygraph Testing
REFERENCH : Your Memorandum dated I March 1977

1. This wemorandum is for your information and
contains a brief overview of our polygraph program as it
relates to the several questions you posed in Refarence.
Also, you will find attached for your perusal documents
which in sum give 3 more detalled statement on cur program.
These may add to your understanding of how the Central
Intglligance Agency utilizes this valuable investigative
tool.

2. This Agency has utilized the polygraph in its
security screening process since 1949. Security infor-
mation on applicants is derived from two processes; the
polygraph interview and a full field investigation. A
security decision to approve or disapprove an applicant
is based on this total package. In a preponderance of
routine applicant cases (appreximately S5 per cent)}, the
field investigation is completed prior to the polygraph
interview. Though derogatory information may be developed
in either process, both are usually brought to completion
prior to adjudication. The entire package is considered
in the adjudicative process with final authority for
security disapproval limited to the Director of Security.
This authority may not be delegated. The investigator
and the polygraph examiner play no part in the adjudicative
process. Disapprovals based on the polygraph result from
substantive information supplied by the polygraph Subject
during the interview process. A security disapproval
would never be based solely on the physiological evidence
derived from polygraph testing.

SECRET

(uiaclive dais or every, i any)
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5. Attacied, you will finu lists of the pertinent
Guestions asked durizg the poly.raph processing of azpii-
Cants. Taese represont tie sum total 0f security issuos
coverea during pelygrapa Lesting of applicants. In
cousideration of an ludividual's tighi to privacy, zny
aduitional questions asksy during toe interview are
Hulted to those relovang te these issues. Specificaiiy
e guestions are askuod concerning Subject's sexusl
behavior except as required to resolve issues concarning
howosexual conduct or najor sexusl crisinal acts. Tis
exaniner iy enjoiaed dpainst pursuing any topic umless
it obviousiy reiates to one of these standard suestiocus,
The Director of 3ecurity has establisheq adgyuate saie-
nuards designcd to preveut unwarranted invasions of
privacy. In this regard. an exaainer's handbook sets
forth policy guldance explaining how oxaminers are to
interpret the intent of the standard questioas which
relate to relevant $ecurity issues. Acditi nally, poly-
sraph interviews are moaitoroed by superviseory personngy
randounly., The euntire tospleteu polygraph case is revicwod
by two levels of wmdndgeagnt; the desk supervisor anc tha
Chief or dspuiy Lhiet. Polygraph sranch.

n—— P nutec, absolutely
false. The only areas of sexual behavior considered to oe
security issues are howcsexual conduct and criminal sexual
behavior, It is Possible Lut far frow routine that an
spplicant aay manifest aniieties due to concerns in otier
Sexual areas which require Jdiscussion to resolve test
respouses to questions on these issues. 1u ali such Cilses,
the Subject is suviseu that these toplcs have no bearing
on his employnert with the Contral Intelligence Agency.
are nct reported, and are not pursued without his voluntary
participation.

5. Valiaity the deyree to which o POLly.Tapl test
nmeasures winat it jpursorts to meagure, is difficuait zo
evaluate. Real 1ife “Xamples are scarce and laboratory
experinents lack real life conditions. kecent validity
and reiiability research conducted by a najor university
concludes that tac accuracy of polygranh examinatiosn is

oI VI DI EOT
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approximately 90 per cent. Validity in the sense of utility
is easily denonstrated by the fact that 60 per cent of
security disapprovals have resulted from substantive infor-
mation provided by Subjects during polygraph interviews from
1963-1974. Reliability, the consistency of interpretation

of polygraph tests by the examiners, has heen studied and

it has been determined that the reliability is high and
compares favorably with, for examnle, medical doctors
interpreting the electrocardiogram. Only one other Agency

in tho federal government, the National Security Agency,

uses the polygraph as a screening device. The Netional
Security Agency undertook a detsiled reliability study in

the early 1960's which demonstrated a reliability of the
polygraph at 95 per cent. All other Agencies utilizing the
polygraph use it to specific ends: i.e.., resolution of
allegations, criminal activity, etc., which applications do
not equate to our applicant processing. As a matter of policy,
the Central Intelligence Agency does not utilize the pelygraph
in administrative or official matters involving possible
malfeasance or for the sole purpose of determining violations
of criminal law of any country.

6. Over the years, we have conducted attitudinal sur-
veys of several thousand persons tested which indicate that
the polygraph in this Agency is favorably accepted by Agency
personnel as a visble and pertinent part of our screening
Process.

/)

. ii. Knoghe

Attachments:
A. Ltr to Honorable Bells Abzug fr DCY dtd 25 Feb 1075
B. Use of polygraph by CIA
C. Hemo to D/Security from Director Helms dtd 21 Fob 1970

Gistribution:
Original - Addresses
1 - boCl
1 - Exec. Registry ORICI R
c% - ?f{}éé‘ 14-'1 \J
~ DB/ Recurit
R () 4
Robert W. Gambino Date i

Director of Security

I
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o | _'\msHmmowDC 20565 7( A >§_.,,\.,'.. .
CT : 0LC 76-0273/a ' o .
Ho;uoraow Bella S. Abzug, Chairwoman &5 FEDB 1975.
. Subcommittee on Government Information and o
Individual Righis ' _ .
Cosmmittee on Government Operations .
) . Housc of Representatives e e L
" - Washinglon, D. C. 20515 S o . '
Dear Madame Chairwoman: .. 3 '
This is in reply to your Jetter of 29 January 197¢ submiiting .
a copy of the report of the Committee on Government Operations, - o A
’ House Report ¢4-795, entitled "The Use of Polygraph end Similar- )
- Devices by Federal Agencies® and requesting certain comments

‘concerning the Agency's continued use of the polygrajph.

S
» .

_ If legislztion was enac'tccl: to prohibit tihe use of the polygraph
. by a2ll government agencies for 211 purposes as recommended on page
. 46 of the report, it would seriously impair the Director of Central
- - - Intedigence {rom complying with bis statutory responsibility undes .
the National Security Act 0of 1947, I refer to Seciion 102(d) (3) of the
~ Actwhich makes the PXrector responsible for the protection of
L intelligence sowrces and methods firom unauthorized disclosure., An

oL effective personnel security program is vital to assure this protection.
s‘ . . ' ) *
e The "")1 zxaph Is an integral and essential part of security ,

. procassing {o Gelermine the securily eligibility of persons for Agency  °

STATINTL - cmployment As statistics jllustrate,

) duvrving the pericst 1963 through mid-1974, of those applicants for
cmployment refected on scourity grounds, over 60 percent Wwere ' .
rYejecied om the basis of information developed principally or solcly
during pelyprzzh interviews., In a sampling of recent records,
ebowt half of the 2pplicants who had been disapproved cn e basi

ol informaiion developed during polygraph interviews Fad xh'c,ddy
completed 21l other scruqty screening and been provisiznslly approved,
on this basis. Withoui the polyegraph program, the disq . ifying infor-

. mation on fthese tases would have remained unknown. ].: addition, it is

- ‘ reasonable lo presume that the program is a significant ¢ cterrent to

appiication for employvment by unsuitable candidates, ant. more

unporianﬂy, penelration attempts by foreign inlelligence services.

- . . H. P
.- - .- . - . . . C .

- »
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The utility of CIA's polygraph program is not solely a function
of its part in contributing information leading to the rcjection of
unsuitable candidates. The preponderance of polygraph interview
reports are favorable. Most of these favorable reports constitute
useful and comforting confirmation of other screcening procedures; the
remainder represent favorable resolutions of allegations or suspicions
which otherwise could result in injustices or in unnecessary defensive
‘measures. ’ :

The Central Intelligence Agency has consis.tcnt].y urged con-
tinuance of its polygraph program in its reports to con gressional
committees on proposed legislation and hearings concerning the poly~
graph. We note in the Dissenting Views of your report, on page 56,
{hat on 25 March 1975, bascd on the hearings held in 1974, that the
Subcommittee initially 2pproved a recommendation which would have
prohibited the use of the polygraph in all but cases involving national
security and for law enforcement purposes provided fifth arnendment
rights under the Constitution were not violated. This concern for
national security was recognized by former Senator Sam Ervin, a
strong advocate of individual rights, though he otherwise objected
to the use of the polygraph. In his proposed legislation to protect the
personal privacy of government employees, introduced during several
Congresses prior to his retirement from public office, Senator Rrvin
expressly excepted the CIA and the National Security Agency from
the provision barring the use of the polygraph in Government. Senator
Ervin's last bill was S. 1688, Senate Report 93-724, which passed the
Senate 7 March 1974. :

The CIA is cognizant of the danger of abuse inherent in the
use of any instrument used to aid in distinguishing truths from untruths.
Consequently, we have adopted strict procedures lo prevent abuses and
to protect those taking the examination. These include: '

——nolification to cach applicant for employment at the time-
he is given an application form of the intent to use a polygraph
examination in the course of his employment proceszing;

—-coordination with the Office of Personnel and the Office
of Medical Services to determine if a polygraph interview is
advisable; : : ‘

—-advance written consent of the applicant;

—~-molification of the privilege against sclf-incrimination
on quesiions pertaining to violations of criminal law: '

Approved For Release 2002/01/08 : CIA-RDPSQ.—OO473A000600120001-6
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POy ons with the applicant before tasting;

L "mmv cwﬁ{, all quest

. ~--limiting questlonb to those e\clu.,lve]y related to
securily issues;

~-—-Jnform1ngr the applicant that the examination may be _
mo.m tored and possibly recor dcd to let him know there are.
no hidden procedures;

=-random monitoring by a specialized supervisor to
insure that no improper questions are asked;

—-maintenar.:e of polypraph records in separate files with
very strict need-to-know rules governing access;

—-prohibition of release of polygraph-acquired information
oulside the Agency without my approval or that of the Deputy
Director and only if such a release is necessary in the interest
of national security; :

~-the polygraph examiner makes no recommendation as to
the security suitability of the person tested; and

-—evaluat_idn of the polygraph xeport is but one element in
‘the fotal personncl security screening program,

With respect to reliability, defined in accordance with scientific
convention as the consistency of the interpretations of the polygraph
charts, agreement studies were conducted as part of an Agency research
- program which was initiated partially in response to the hearings held
by the Foreign Operations and Government Information Subcommitiee
in the ear]y 1960's. Numerical results of these studies are complex and
would require extensive explanation, but comparisons may be useful.
Comparable studies of similar professional groups are scarce but two -
were found, involving cardiologists evaluating EKG charts for cardiac
pathology and psychologists evaluating MMPI test results for psycho~
pathology. The CIA polygraphers' chart interprefations were as good
as or better than these two groups.,

Finally, the selection of polygraph officers is extremely discrimi-
nating as to their qualifications, intelligence, integrity, and high
character. They are given a rigorous training program which isa
continuing process to keep them abreast of developments ir. their pro-
fessionzl field. CIA has maintained a vigorous research effort i inquiring
into new techniques and equipment to insure that the highest standards
are maintained.

~

Approved For Release 2002/01/08 :3CiA-RDP80-00473A0006901 20001-6
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-In vac\wcmmy statutory rcap(mmblluy to protect intelligence sources

and mcth‘».,rzs\\md the proven reliability of the polygraph and the’ salcguards

J,n"p}s m111zahon I must disagree with the recommendation of the Committee.

Fhis Agency's personnel sceurity standards must be maintained at the
highest levels. Termination of the Agency's polygraph pr ogram would
increase its vulnerability to hostile penetration and would seriously
impact on the Agency's effectiveness in carrying out its foreign mtelh’-
.gence collechon mission., ' '

Sincerely,

/s! George Bush

' Gccn ge Bu.,h
* Director

Chdlrm'xn, Housc Gover nment Opcratlons Commlttee

Dlstrlbutlon

0r1g - Addressee - L .

- DCI c EUR

- DDCI L

- DDA

-'OLC/SubJ . ’ e T
0LC/Chrono. o o

e b
]

STATINTL. OLC/PLCfdh_ Cores. 2970 L

O JZUJJ |
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L. Usé of the polygraph by the- Central Intelligence
Aoency is guided by the directive from the Director/CIA
to the Director of Security dated 21 February 1970. The
torms of this directive are as follows:

The Director of Security is rcsponsibie for
the supervision and training of polygraph exam-
iners and for the conduct of the polygraph pro-
gram of the CIA. He is charged by the DCI with
the responsibility of insuring that the highest

- standards of operating procedures and. equipment
capability are established.

The polygraph is used in the CIA as an aid
to investigation for determining the security
eligibility of perscns for employment by or
assignment to the Agency; staff-like access to
sensitive Agency installations; utilizations in

STATINTL .
_ or continued access to

classified information where implications of a

security nature or investigative informatiocn

require clarifying security interviews.

The polygraph is not used on official ox
administrative matters involving possible mal-
fecasance, or for the sole purpose of determin-

jing violations of the crininal laws of any

l‘.&”i :ek?&.m;'ﬂédnl.ta iﬁu‘iw&ki\‘ Gite by
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If a polygraph examination involved a ques-

TATm R ¢ myn
u.gx (8l died A ek
“sdgi*.g’i“‘;f. Wiihn

tion pertaining to the violatioﬁ of a criminal
law, the individual would be informed of his
privilege against sclf-incrimination and his
right to consult with legal counsel or other
professional aséistance prior to the cxamina-
tion. Notification of such rights would be
formally recorded.

Each applicant for employment is notified,
at the time he is given application forms, of
the intent to use a polygraph examinatiocn in the
course of his employment processing. A copy
of this form is attached (Tab A).

He is told, before testing, the general
bontent of all questions which he will be asked.
The questions, since they are couchéd in broad
terms, are discussed carefully with the appli-
cant and the examiner works with the applicant
to tailor the questions to his/her age, sex,
and background. All the testing procedures arc
explained. Questions were revised in 1974, A
copy of the current questions is attached (Tab B).

Before a person undergoes a polygraph exam-
ination, his consent is obtained in writing.

A copy of the form is attached (Tab C). Polygraph

Approved FIQI' Rﬁlease..ZDDZIp1{08) CIA-RD 0§ 047 3A009§00120001 -6
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examinations are not given to CIA applicants under
the agé of 18.

The applicant is told that the polygraph
examination may be monitored or recorded., This
provision was incorporated into the Polygraph
Agreement Form in 1974,

Before an applicant is polygraphed, he hasg
been interviewed by~representatiyes of the
Office of Personnel and 0ffice of Medical
Services. A security field investigation has
also been initiated. Guidance from the Office
of Personnel and the Medical Staff is routinely
provided to the Office of Security if any infor-
mation has becn developed as a result of their
screening procedures that might preclude the
advisability of conducting a polygraph interview.

The Director of Security is respoensible
for establishment of adequate safcguards designed
to prevent unwarranted invasion of privacy.

All questions must have specific relevance
to the person being polygraphed, and to the
purposc of that particular test.

"Examiner's instructions have been prepared
in sensitive question areas to enéure that

persons undergoing polygraph interrogation

q) R oo 3
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afe not subjected to questioning about irrel-
evant, ,unwarranted, or trivial‘matters. The
interview is not used to probe a person's
thoughts about conduct which has no security
implications; e.g., religious belicefs,
practices, and affiliations, opinions regard-
ing racial matters; political activities or
organizational affiliations of'a“nonsubversive
nature; and personal views concerning proposed
or existing legislation. Examiners have been
furnished a copy of policy guidelines explain-
ing how they are to interpret the intent of
the questions.

The Director of Security maintains separ-
ate files for information obtained during poly-
graph exaninations. These files are kept
separate from Security files as well as separ-
ate from Personnel files. Polygraph information
is released only to appropriate Agency officials
when it has a direct bearing on a decision to be
made by that c{ficial.

Polygraph-acquired information can only be
released outside the Agency.after a determina-
tion has been made, which is approved by the

- "y F"(\
ST U GALY
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Director o¥ Deputy Director of Central Intelli-
gence, that such a'rclease is nécessary‘and in
compliance with existing rcgulations.

2. CIA polygraph examinations fall into two major

categories: Applicant entry-on-duty for staff-1like uccess STATINTL

to sensitive instatlations |EEE—— S :

support of requirements of the Deputy Director for STATINTL

citizens and include:

a. Staff Applicants
b, Staff Contract Employees
¢. Consultants

d. Staff Co-op and Summer Intern
Candidates

e, Military Assignees
(occupying a CIA billet)

£, Military and Civilian Detailees
(attached to CIA but occupying a
billet of their parent organization)

g. Contractor and Indepcndent Vendor
Personnel

3. Questions of the cffectiveness and reliability
of polygraphy are highly complex and difficult to
ANSWOT both briefly and meaningfully -- the figures
vary with the definitions of terms, the formats of the
tests, and the situation: e. £+ field vs., laboratory,

specific issue vs. scrfenlnp We offer somc samples
Approved For Release 2002/01/08 : CIA-RDP80-00473A000600120001-6
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of data from the Agency's research program, initiated
partially in response to the 1963 hearings conducted
by the Foreign Operations and Government Information
Subcommittee of the llouse Government Operations Committee.

4. Of 827 applicant cases studied, 130 or 16 percent
were rejected for employment, In the rejected population,

the basis for rejection was:

Polygraph Alone - 74%
Polygraph Plus Other 10%
Medical Alone 8%
Personnel Alone : 4%
Field Check Alone 4%

5. In a separate study conducted by the Office of
Security, 214 comnsecutive cases’processed through both the
polygraph and standard investigative checks were reviewved
to determine the reliability and accuracy of the polygraph
rcport content. The study verified that polygraph rcports
were primarily concerned with security information. Of
that 214, there were 36 employment rejections (17%),

24 (12%) of which were rejected for security reasons.
The 24 adverse security decisions were based on information

acquired from:

Polygraph Alone 79%
Polygraph Plu
Investigative Chcck 8%

Investigative Check Alone  13%
6.  Based on the above figurcs, it can be saiq that
the polygraph examination plays a strong role in the

Approved For Release 2002/01/08 : CIA- RDP80 00 0 20001-6
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Agency's personnel security systen. ‘The compariability

of the rejection figureé (and reasons for recjection) in the
two scparate samples indicate relative stability and,
therefore, presumed objectivity.

7. With respect to reliability, defined in accordance
with scientific convention as the consistency of repeat-
ability of interpretation of the polygraph charts, aéree-
ment studies were conducted as a part of this same research
program. Numerical results of these studies are complex and
would require éxtensive explanation, but comparisons may
be useful. Comparable studies of similar professional
groups are scarce, but two were - found, involving cardiol-
ogists evaluating EKG charts for cardiac pathology and
psychologists evaluating MMPI test results for psychopath-
ology. The CIA polygraphers' chart interpretations wvere as
good as or better than these two groups.

8. The Agency's orientation in this research has
been toward identifying weaknesses and improving the
process; but if a judgment is to be made along the way,
we regard the findings as indicating that the polygraph
interview, as employed in CIA, is an effective and useful
component of the Agency's screening process..

9. Attached is a copy (Tab D) of statements made by‘

a senior representative of the Central Intelligence Agency

. et «-—\ﬁ«- l\
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bofore the Subcommittee on Foreign Operations and Govern-

ment Information in Juhe 1974 Included in these statements

is additional information concerning the Agency's polygraph
research progran,
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WASHINGTON, D, C, 20500

Applicant Information
Sheet No. 2

i

1. In accordance with its special national responsibilities, the Central Intelligence
Apency is obliged to judge carcfully the suitability of each person seclected for craploy-
ment in the Ageney. To assist in this deteymination, an cxtensive investigation, which
includes a polygraph interviev, is conducted with regard to the loyalty, background, and

“eiaracier of applicants uncer consideration for emaployment with the Agency. This inves-
tigation includes, but is not limited to, inguiries concerning:

a

i

-

professional competence

any behavior, activities or associations which-tend to show that the individual
is of questionable character, discretion, integrify or trustworthiness

any dcliberate misrepresentations, falsifications, or omission of material fzcts

. any criminal, infarmous, dishonest, immoral, or notoriously disgraceful condauct,

habitual use of intoxicants to excess, arug use or abuse, or sexnal parveorsion
physical fitness

an adjudication of insanity, serious mental illnesses, neurological disurders, or
emotional instability

any facts which furaish reason to belicve that the individual may be subjected
to cocrcion, influence, or pressure which inay cause him to act contrary (o
the best interests of the national securivy

commission of any act of sabotage, espionage, treason, or sedition, or aiteinds
thereat or preparation therefor, or couspiring with, or aiding or abewting

R
Ly ST

other to commit or atienipt to comunit any act of sabotage, espionaze, treason,
or sedition

establishing or continuing a sympathetic associntion with. a salioteur, spy
{raitor, seditionist, anarchist, or revoiutionisy, or withh an espionage or oth
sceret agent or representaiive of a foreign nation, or any representative of a
foreign nation whose interesis may.be inimical to e interests of the United
States, or with any person who advocates the use of foree or violence to over-
throw the government of the Uniicd States or the alteration of the foria of
government of the United States by unconstitutional means

’
I
Y

Ui
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Iy

membership in, or afiiliation or sympathetic association with, any foreign or
domestic organization, movement, group, or combination of persons which is
totalitarian, Fascist, Communist, or subversive, or which has adopicd, or shows,
a policy of advocating or approving the commission of acts of force or violence

+ to deny other persons their rights under the Constitution of the United States,
or which seeks to alter the form of government of the United States by
unconstitutional means

K

1. intentional, unauthorized disclosure to any person of security information, or
of other information, disclosure of which is prohibited by law, or willful VJola-
tion or disregard of security regulations

m, performing or attempting to perform his duties, or otherwise acting, so as to
serve the interests of another government in preference to the mterests of the
United States

2. The Central Infelligence Agency’s standards require strict interpretation of- the
above and other relevant factors in considering applicants for employment. In the evend
an applicant is in doubt as to whether anything in his background may disqualify him,
e is at liberty to describe the matter fa writing, place it in an envelope bearing only his
name and marked “CONFIDENTIAL DISCLOSURE” and forward it with his appiication.

1
i
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POLYGRAPH AGREEMENT

I, , an applicant for
employment with the Central Intelligence Agency, understand that
the A gency uses Polygraph testing as a routine procedure and that
every employee of the Agency will be requested to participate in
Polygraph tests from time to time. Having been informed of my
rights under the Con‘s;titution, I agree, of my own free will and with-
out any compulsion, duress, or promise of reward or imhzum’ty, to
an interview with officials of the Central Intelligence Agency, durin

which I will parlicipate in Polygraph tests. I consent to the moni-

toring and recording of these tests for the purpose of accuracy.
I have read the foregoing and fully understand its import.

IN WITNESS WHEREOF, I place my signature below, this

day of . 19
Signature
The above was read and signed in my prescuce this ______ day of
19
Signature

FORM
1174

1T 39GApproved For Release 2002/01/08 : CIA-RDP80-00473A000600120007T-6
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if I may.
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DEPUTY DIRECTOR FOR MANAGEMENT AND -
SERVICES, CENTRAL INTELLIGE\NCE AGENCY
‘Mr. Brownman. Yes, I appreciate that, Mr. Chairman.
Mr. Méorhead. The direct testimony will be in open
session, it will be only the guestion and answer‘period
when we will go into executive session.
And actually, Mr. Brownman, could you summarize_your
statement? We are running out of time.
Mr. Brownman. Before I go to the formal statement, I
would like to také.the opportunity to set the record straight,

-

On the 17th of April we informed this Committee, in

~response to its questionnaire, that the CIA did not possess

and did not use psychological stress evaluators. We assumed
by that phrase that you were referring to the general ficld of

voice analysis. To keep the record straight, on the 24t§T£91NTL

at this device prior to a firm decision as to wheither to
engage in any serious research.
Mr. Moorhead. it is good to have the record clear.
Mr. Brownman. If you would to épeedlthis up I can summar:z
it.

Mr. Moorhead. 1If you want to make a particular point,

~.Approved For Release 2002/01/08 : CIA-RDP80-00473A000600120001-6
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Mr. Brownman. There ére a couple of parficular points.
And let me take them very rapidly. )

Mr. Mqorhead. And without objection the‘entire state~-
ment will be made part of the record.

Mr. Brownman. That will be excellent, sir.

(Showing chart)

This is a bar chart whiqh shows a bit of history over
the last ten years. It is interesting to note -- let's take
the year 1964 as a‘spedifiC'example~~court disapprovals for
staff employment numbered 152 in that year. Of the 152 134
were either triggered by or totally substantiated by the use
of polygraph. And that pattern is throughout the period of
time. This is one of the types’of research study that we
continue to perform in the agency both directly'in the agency
and with a contractor, to evaluate our resulté and see if we
see any trends. And I believe the key point that this chart
shows is that the polygraph is a very useful adjunct to the
security screening process for staff employment at the CIA.

Mr. Phillips. Mr. Chairman, could that chart be made a
part of tﬁe record. I think it would be very useful to our
study.

Mr. Moorhead. Can you do that?

Mr, Brownman. Yes, sir.

Mr. Moorhead.  Without objection it will be done.

. Approved For Release 2002/01/08 : CIA-RDP80-00473A000600120001-6
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Mr. Brownman. As a key point, and being sensitive to
some of the questions I heard previously, the issue about
polygraph records, after the completion of the polygraph
examination, ;hese are maintained as security record. These

are not included in the security file of the individual, pass

or fail, they are separate and isolated records.

They are not now, nor are they contemplated to be,
put into any computer storage device. And they are only re-

ferred to under unusual and extreme cases by an individual who

has a specific operational purpose, and must be approved by

the Director of Central Intellidence or the Deputy Director of
Centralenteiligence.

Another key item that I would like tofstress is that in
the framing of the questions for thé polygraph examination we
do take cognizance of age of the individual, sex; as well as
some of the background material.

Before a person undergoes a polygraph examination his
consent is obtained in writing.If an applicant asks, he is
told if the polygraph examinétion is‘being monitored or
recorded. Ocaasionally we will record or monitor a poly-
graph examination, and I might say that if the applicant is
a female, and the examiner is a male, we almost always record
the examination.

The individual, prior to being polygraphed, has been

interviewed by the Office of Personnel, the Offices of Medical
Approved For Release 2002/01/08 : CIA-RDP80-00473A000600120001-6




Phone (Area 202) 5§44-6000

WARD & PAUL

410 First Street, S.E., Washington, D.C. 20003

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

7 A

Approved For Release 2002/01/08 : CIA-RDP80-00473A000600120001-6 218

Services, and a major portion of the background investigatibn

has been completed. -

As a matter of fact, the-backgrouhd investigation could

lead to specific questions on the polygraph examination where

clarity or cqnfirmation is required.

The examiner's instructions have been prepared in
sensitive question, areas to ensure that persons undergoing
polygraph interrogation are not. subjected to questioning
about ireelevant, unwa:ranted or trivial matters. The in-
terview is‘not used to probe a person's thoughts ab;ut
conduct which he has no security implications, for example, re-
ligious beliefs, practices and affiliations, opinions regarding
racial matters, political activities, or oréanizational affili-
ations of a non-subversive naturé -~- and since last night, I
might add, one wonders what that means -~ and personal views
concerning proposed or existing legislation.

I feel it appropriate here to make three basic poirnts.
The polygraph examiner makes no recommendation as to the
security, suitability or stafus of the person tested. The
polygraph report is evaluated as bu£ one element of the
total investigative record. At no time is security action
taken solely on the basis of the polygraph chart.

About the research program, we have a very aggressive
research program. I think I might read this.

Moving from procedures into the research area, you
Approved For Release 2002/01/08 : CIA-RDP80-00473A000600120001-6'
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recall that one of this Committee's primary recommendations
was that a program of research on polygraéh be updertaken to
investigaté the validity and reliability\of the procedure.
We are conducting such a program.

Reliability, defined as consistency of interpretation
of polygraph charts, has been looked at by means of examiner
agreement studies. _Agreeﬁent fiéures from our studies are
comparable to figures from similar studies of other
groups interpreting data germane to their specialties.

On theother hand, validity -- or the degree to which
polygraph charts measure what they purport to measure -- has
been a more difficult issue to evaluate. Satisfactory in-
dependent criteria for validating real life conditions are
scarce, and the difierences in polygraph subject attitudes

between real life and laboratory conditions have prevented

much headway through laboratory experiments. The data so

“far available have not been disappointing, but they are limited

and we still lack an appropriate scientific base for any con-
clusions. |

We also investigated validity in the sense of utility--
the degree to which the polygraph program does what it is
intended to do. As you can see from this chart, in each year
since 1964 a significant number of security disapprovals of
applicants who were processed to the point of the polygraph

interview has been due to the polygraph portion of our

Approved For Release 2002/01/08 : CIA-RDP80-00473A000600120001-6
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~to assist the examiner in chart interpretation. We are now in
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security processing.

Alternative sensors have been evaluated -- for example,
a more sophisticated electrodermal senso;} impedance rather
than mechanicgl sensors; electromyography; electroencephalo-
graphy; microvibration; electrooculography; pulse-wave
velocity: and cardiotachometry. Wé can generally state that
while many of these alternatives show some promise, they have
not shown sufficient practical promise to cause us to modify
oﬁr present instrumentation. This does not close the door on
new parameter research. This is a continuiné process.

We have shifted to a different model of polygraph in-
strument than the one we were using at the gime of the last
hearing, and we feel it is mechanically superior. We are
continuing to evaluate new instrumentation as it‘becomes
commercially available, and we are continuing our own search
for improved instrumentation.

- We have developed a computer system which was utilized
heavily in the previously mentioned studies of reliability
and of mathematical modelling of examiner performance. We
were also, naturally, interested in determining the computer
system's practical utility as an additional parameter to
actual pplygraph operations. Utilizing all that was learned
during the evolution of our experimental arrangement,we have

full specifications for constructing a dedicated computer systern

Approved For Release 2002/01/08 : CIA-RDP80-00473A000600120001-6
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the process of evaluating the cost-effectiveness of the
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dedic;ted computer system. .
Preliminary efforts have been undertaken in the field
of countermeasures to polygraphy. We have élans for a long-
range systemaﬁic program studying the possibilities in this
field, but of course results are not yet available on these
studies. | |
Voice analysis has drawn our attention. We have been
interested in this field for several years, and have been
monitoring research in this area conducted by other_institutions.
We do not believe that reséarch.to date has been exhaustive or
conclusive and, accordingly, we are planning our own analysis
of its possibilities. This project is still in its developmentalp
Y
state.

That, I believe, would conclude ny statement.

(The full statement of Mr. Brownman follows:)
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Mr. Moorhead. Thank you, Mr. Brownman.

The Committee will now go into executive session.

I will ask our gquests to leave us.

(Whereupon, at 11:50 a.m.,the Subcommittee went

into executive session.)
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21 February 1970

MEMORANDUM FOR: Dircctor of Security

SUBJECT :_‘ Polygraph Program

1. The use of the polygraph by the Central Intelligence
Agency shall be governed by the provisions of this memorandum,
You are hereby directed to take the necessary action to insure
implementation,

2. The Director of Security shall be responsible for the
supervision and training of polygraph examiners and for the
conduct of the polygraph program of the Central Intelligence
Agency. He shall insure that the highest standards of
operating procedures and equipment capability are established
and maintained.

3, The polygraph will be used in the Central Intelligence
Agency as an aid to investigation for determining the security
eligibility of persons for employment by or assignment to the
Agency; security clearance by the Agency; stafi-like access to
sensitive Agency installations;
situations; or continued access to classified information where
implications of a security nature or investigative information
require clarifying security interviews.

4, The polygraph will not be used in the Central Intelligence

Agency on official or administrative matters involving possible
malfecasance, or for the sole purpose of determining violations of
the criminal laws of any country.

¥ Exstrded ran aslomativy
AT ;\ s w=sing a;;d
* ¢ <« K R SRR Y

Approved For Release 2002/01/08 : CIA-RDPSWWOFG"THOOM-G

25X1A



Approved For Release 2002/01108"1x:RDP80-00473A000600120001-6

5, If a polygraph examination involves a question pertaining
to the violation of a criminal law, the individual shall be informed
of his privilege against self-incrimination and his right to consult
with legal counsel or other professional assistance prior to the ‘
examination., Notification of such rights will be formally recorded,

6. The Director of Security shall establish adequate safe-
guards designed to prevent unwarranted invasion of privacy,
Each applicant for employment will be notified, at the time he is
given application forms, of the intent to use a polygraph exami~
nation in the course of his employment processing., DBefore a
person undergoes a polygraph examination, his consent should be
obtained in writing, He should be told, before testing, the general
content of all questions which will be asked, He will also be
briefed on testing procedures, All questions must have specific
‘relevance to the person being polygraphed and to the purpose of
that particular test, Upon inquiry, he should be told if the poly-
graph examination is being monitored or recorded,

7. The Director of Security shall maintain separate files
for information obtained during polygraph examinations, He shall
release such information only to appropriate Agency officials when
it has a direct bearing on a decision to be made by that official.
He shall release polygraph acquired information outside the Agency
only after he has made a determination, which is concurred in by
the Director or Deputy Director of Central Intelligence, that such
a release is necessary in the interest of national security.

25X1A

Richard Helms
Director
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MEMORANDUM FOR: Deputy Director of Central Intelligence
FROM: Director of Central Intelligence
SUBJECT: Polygraph Testing

1. I have reviewed the package you sent me on the question
of polygraph testing. I would appreciate the foilowing backup

information:
a. Of the samples indicated, a large percentage '~ g ;37
of new applicants were rejected on the basis of poly- (25{9 Vs,

graph alone. MWere the additional forms of investigation,
such as interviews with friends, completed or was the
applicant rejected on the basis of polygraph before

the testing went forward? What did the polygraph show
and how did we know it was a clear-cut case for rejection?

b. In the two test cases cited, what was the
questioning 1ike? What checks do we have to prevent
the questlonauie and embarrassing interrogation tech-

e, yestions on sexual behavior) that
STATINTL 1leges were formerly used?
' 2. Would you give me a simple statement in layman's language
summarizing the generally accepted view of the validity of polygraph

techniques. What standards do the many agencies that use the STATINTL
polygraph use to measure the reliability of a polygraply/test?

STANSFIELD TURNER
Admiral, U.S. Navy

e e 0S 7 0997

,}E’il
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